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UnitedHealth Group External Vendor Portal (UHG EVP)

Your company provides products or services to UnitedHealth Group or one of its global entities, and
UnitedHealth Group must maintain compliance with all applicable regulatory obligations and contractual
commitments. To ensure the various risk-related best practices are in place, various assessments,
attestations, and questionnaires are required from time to time. The UnitedHealth Group EVP External
Vendor Portal enables you to securely transmit the important information security materials, business
continuity/disaster recovery, and other compliance program information on behalf of your company.

Log in to the External Vendor Portal (EVP)

1. Access the UnitedHealth Group External Vendor Portal (EVP) by entering
https://identity.onehealthcareid.com/app/index.html in the address field of your web browser or by
clicking the link in the email you received.
Enter your Username or Email address, and Password. You will be routed to the EVP landing page. For issues
with logging into the External Vendor Portal contact 855-819-5909 or send an email to optumsupport@optum.com.

External Vendor Portal (EVP) Ql 9 A @ nNagv

# | External Vendor Management v | Supplier Risk Management v B Reports

MY ASSIGNED RECORDS <

Welcome to the Supplier Risk Management Program
External Vendor Portal

Due to our ongoing obligation to ensure the privacy and protection of our customers’ personal and sensitive data, as well as changes in the global
regulatory environment, we implemented the Supplier Risk Management program. The main goal is to ensure that suppliers have the appropriate
security controls in place to effectively protect personal and sensitive data by completing an online External Risk Assessment (ERA) and fulfill
general adherence to information security requirements.

The External Vendor Portal is the tool we use in combination to additional Risk Management requirements, designed to transmit information and
exchange documents in a secure environment which allows organizations to initiate the External Risk Assessment, consisting of a questionnaire,
attestations, and supporting evidence (as applicable).

You are here because your organization is in scope of the Supplier Risk Management program. This decision is based on your organization’s
access to personal or sensitive data as a component of your organization’s engagement with our organization.

For External Vendor Portal related technical issues send an email to optumsupport@optum.com.
For general questions contact the Information Security Analyst assigned to your individual assessment.

© Copyright 2016, UnitedHealth Group. All Rights Reserved. 1
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Completing Questionnaires/Assessments

1.

The EVP landing page provides a view of all questionnaires, assessments and remediation
items assigned to you as the designated point of contact/respondent for your company. This
guide is intended to work for all questionnaires; additional help is available in each
questionnaire.

Click the Questionnaire ID link in the left column to open the assigned
questionnaire, attestation, or remediation item.

Click Edit located in the bottom-center portion of the screen to start your questionnaire.
258212 ERIR/EDR Organizational Resiliency Questionnaire V1

The following table represents the outline format for each Assessment Questionnaire:

Section Description

Instructions Steps for completing the questionnaire.

Read-only section that provides the specific due dates, submitter

. and reviewer information, and status for a specific questionnaire.
General Information You may have more than one item assigned (e.g. a Delegated Entity
Attestation and an Organizational Resiliency Questionnaire.)

Displays comments entered by UnitedHealth Group or by you. The
latest comment entered is always displayed on top. Once entered
Comments Log and saved, comments cannot be deleted and become part of the
record.

Questions are organized by category, and section links are used to
outline the question categories you are required to answer. Each
Section Links question category is followed by an Attachments section where
supporting materials for the series of questions that were just
answered should be uploaded.

Once you open the questionnaire, the status reflects In Process. To
submit the questionnaire, first ensure the Questions Completion

. . Status reflects — All Questions have been Answered. You must
Questionnaire : select Save and Continue at the bottom of the page, and then
Completion & Attestation | ;hange the submission status to Submitted to route the
questionnaire to the UnitedHealth Group reviewer. Select Save and
Close to exit the system.

© Copyright 2016, UnitedHealth Group. All Rights Reserved. 2
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5. Scroll to the section where the questionnaire begins.

a. Answer all questions by selecting the appropriate answer from either the drop-down list, by
clicking the ellipses (...) and selecting the value from the new panel or selecting the correct
Yes/No/N/A response. Comment sections are provided for additional information when No or
N/A is selected as a response. Your response may prompt more questions to display.

¥ 5.NOTIFICATION OF OFFEHORING

s Ancwsrattt

ans/memberstig: Dayou sge2 th:
et oft-shoring sctrmges? i you do

+writtan cparova foranyoffshorng O e
cayou aree tatyour Company il BB () g,
© M, my <ompany doss et sevs Mecicsid veaith Flansfmemberhip
® velice Answred*

dicating 'UHG Heview Stztus and orovcethe nfarma
<k reaib P UHE Tammenes 3rsvized D)

Vendar Name wihany emsl commuricaions

01.02 AUTHORIZED ACCESS TO INFORMATION SYSTEMS

I38AV3 Q-01.b: Does your organizazion have formal documanted and implemented user regsirztion end deregisiration @) yes

procedures for granting and revaking access to the necwork(s) and zpplication(s)? One

Oat Applicacle

b. Question-specific help text is available via the help = texticon.

6. If applicable, add an attachment by selecting Add from the Attachments section. Browse for the
appropriate file. To attach multiple documents, click Add New and browse for the additional
documents. Click OK to upload your files. The maximum size is 100 MB per file.

Note: The Attachments section will be titled with the question category for which you
are uploading supporting materials.

¥ ATTACHMENTS: 03.0 - RISK MANAGEMENT

RIM V3 Q-03-ATTACHMENTS: 1RM V3 G-D3-ATTACHMENTS

7. General comments and questions between you and UnitedHealth Group: The Comments Log is
located just before the start of the questionnaire. Type your comment in the Comment Log Entry
field. Click Save and Continue and your comments will be moved into the Comments Log.
Comments will be reviewed by UnitedHealth Group when you set the Submission Status field to
either Submitted or Re-submitted. Responses from UnitedHealth Group will also be shown in the
Comments Log. Comments will be shown in date & time order, newest on top. Once submitted,
comments cannot be removed.

¥ COMMENTS LOG

You can place comments and quastions in the fisld Comment Log Encry balow. Each time you changs the information in the Comments Log Entry field and save the record it will be movad into the Comments Log. UHG will review the comments when you set the Vender Submission Status field t Submitted
Responses o you fram UnitedHeslth Group will also be shown in the Comments Log. Comments will be shown in date & time orger, newest on top. Once submitted, commants cannct be removed. Please add any comments related t speciic questions in the text fisld below sach questicn.

© Copyright 2016, UnitedHealth Group. All Rights Reserved. 3
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8. Saving your answers: Both Save and Close and Save at the upper-left corner of your screen
saves your responses. The difference is that Save and Close will save and return you to the
prior screen and Save icon will save and keep you in Edit mode to continue working.

257222 De

M save ™ save aND cLOSE  [E] viEw

9. To submit the questionnaire to UHG for review, three steps are required, as outlined in the
order below:

a. All Questions Are Answered must be displayed in the Questions Completion Status
field to be able to submit the questionnaire. When you believe you have completed all
questions, click Save. If the field Question Completion Status states Incomplete, look
for ***Not Answered*** next to any question and update accordingly. For multi-select
response options, ***Not Answered*** must be de-selected manually.

b. Set the Submission Status field to Submitted (or if appropriate, Resubmitted). This is
your confirmation that all answers are accurate, and you are ready for UHG to review

the response.

¥ QUESTIONNAIRE SUBMISSION AND FINAL APRROVAL

LE] ores

Submit;

Plese note. once you select “Submitmed” and sav edit the questionnaire.

Note: If after your submission we need clarification or additional infarmation from you, you will be natified by email ana Eis questonnaire will became editable 2g8in. You £an then £dit this questionnaire accordingly. Ta re-SubMIt, 200 the requested SOCUMIENS and COmments and then set the Vendor
itced. Next, click "Save and Close” in the top left cormer your screen.

Submission Staws” 1@

Additional Information: The Ov
- Qu

jestionnaire ire is pending vendor's response and i sdiable.
ly.

ding
* Questionnaire HG Review aing UHG review and 15 1223 onl
+ Cancelled: Thy ¥

+ Complated: T

us: Questionnaire Pending UHE Review Vendor Submission Status: Supmitted

c. Click Save and Close at the top of the questionnaire to finalize and send the response
to UHG. The system will provide a pop-up to alert you of any required attachments
fields you may have overlooked. You should see the submission status reflected as
Submitted on your EVP landing page and you can now log out of the system.

Note: If after your submission, more clarification or additional information is needed, you will
be notified by email and your questionnaire will be reopened for you to edit

© Copyright 2016, UnitedHealth Group. All Rights Reserved.
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Responding to Remediation Items

Remediation items are issued when action is required on your part; this may or may not be in conjunction
with a questionnaire/attestation. This is done through the My Assigned Remediation Items section found

on the EVP landing page.

1. Click the link within the email to access the External Vendor Portal (EVP). You will see your
remediation on the EVP landing page under My Assigned Remediation Items.

2. Click the Tracking ID link to open the remediation record.

Note: If the Submission Status is Submitted or Resubmission Status is In Process you will not be
able to edit the record.

bty Assigred Hemediation Hems
"~
Tracking Contral OEpeclive Contral
o Domain & 1 Hame a3 Reterence & 3 Findings Statement Subsmifler Submission Status | Revi
L ! !
| TestFS Smih, Sally In Frocess
Pege 10l 1 (1 recoms)
L
< >
L]

3. Click the Edit icon located in the upper-left portion of the page to make changes.

257838 Remediation

4. While in Edit mode, Save and Save and Close are enabled.

a. Both Save and Save and Close will immediately save any changes you
have made.

a. Click Save and Close to save and close the record.

b. Click Save to save the record and keep it open in Edit mode.

k257432 Remediation

= save [® save AND cLosE | [E] viEw

5. Navigate to the Key Dates and Status section to view when this item is due, what the current status
is, and whether it has been closed by UHG.

¥ KEY DATES AND STATUS

Date Finding Notified to 11/29/2017 Overall Status: Qutstanding with Vendor

Vendor:
UHG Remediation Due Date: 1/13/2018 P—

© Copyright 2016, UnitedHealth Group. All Rights Reserved.




UNITEDHEALTH GROUP. Getting Started with the External Vendor Portal (EVP) — Vendor Guide

6. The Remediation Information section provides specific required remediation information in the
Adjusted Findings Statement, Adjusted Business Risk, and Adjusted Recommendation fields.

$Findings Statement: Personal information is used for reasons other than those that are included in the contract with our Company.

Business Risk: Personal information may be used for purposes outside those contained in the contract with our Company and may cause non-compliance with applicable laws and regulations.

Recommendation: Personal information shall not be used for reasons other than those that are included in the contract with our Company.

7. The Remediation Response section is your place to provide information about your remediation plan
to resolve gaps or mitigating controls, evidence of compliance, and comments.

a. If the remediation plan is completed or mitigating controls are already in place, please
describe them in the Remediation Plan/Mitigating Controls text entry field.

b. To provide supporting evidence, click Add New, browse for the attachment, and click
Add New.

c. To provide additional comments, type in the Comments Log Entry field.

¥ REMEDIATION RESPONSE

#* Remediation Plan/Mitigating
Controls:

| Add New |

Evidence
Name Size Type Upload Date

You can place comments and questions in the field Comment Log Entry below. Each time you change the information in the Comments Log Entry field and save the record it will be
Comments Log Instructions: moved into the Comments Log. UHG will review that when you set the Submission Status field to either Submitted or Re-submitted. Responses to you from UnitedHealth Group will
N also be shown in the Comments Log. Comments will be shown in date and ime order, newest on top. Once submitted, comments cannot be removed.

Comments Log:

Comments Log Entry:

8. The Submission section allows you to submit the assessment for review.

a. You may keep the remediation record in the “In Process” Submission Status until you are
ready to submit it for UHG’s review. Once you have completed the response or wish to
submit comments, change the Submission Status to Submitted or Re-submitted. This

will route the assessment to the UHG reviewer.

¥ SUBMISSION
Vendor Proposed = Submission Status: v
Remediation Due Date. 3
No Selecticn
v HISTORY LOG " |Inprocess
Submitted

History Log; |

View History Log

© Copyright 2016, UnitedHealth Group. All Rights Reserved.
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Print/Export Questionnaires

The questionnaire or remediation questions may require collaboration with representatives from various
teams within your organization. You can export the information at any point in time prior to or after
submitting the questionnaire and your answers will be reflected to the extent you have completed them.

Show Questions with Current Answers

To print your Delegated Entity Compliance Attestation or SRM Vendor Information Security Risk
Assessment, which will include current answers, follow the steps below.

1. Select the Options menu in the top right corner.

2. To create a PDF version: select Export and then select Adobe PDF and follow the prompts to
complete the report.

3. To print: select Print. A new window opens showing the entire questionnaire. Click Print again in
the top right corner of the screen.

sh RELATED [§) ExPORT & PRINT BB EMAIL

Export Options

The data export fecturss =nables you to expart records to an external data file, The fis format options
are described below.

Gererates a file in Rich Text format interded for use in most standard word

03 Rich TextFie
PrOCESSOrS.
m Adobe POE Generates a POF file, which can be shared, viewed and printed by any user on any
- systermn using Adobe Reader [a free program] or Adobe Acrobat.
] Microsoft Exce Generates a file in Microsoft Excel format.
y Generates a comma-separated text file intended for usz in any application that
H] csv a ¥ EPF

can read text files,

Gererates an HTML file that users can view in any web browser. Us=rs cn also
£} HTML File cpen the file in an HTML editor, 3 text aditor or any other application that can
rezd taxt files,

Gererztes an XML file that can be opened in Internet Explorer ar siny ather
application that can read 2 et file.

g

XML File

© Copyright 2016, UnitedHealth Group. All Rights Reserved. 7
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Portal de Fornecedores Externos do UnitedHealth Group (UHG EVP)

Sua empresa fornece produtos ou servigos para o UnitedHealth Group ou uma de suas entidades globais,
e o UnitedHealth Group deve manter o cumprimento de todas as obrigagdes regulatérias e compromissos
contratuais aplicaveis. Para garantir que as varias praticas recomendadas relacionadas ao risco estejam
em vigor, varias avaliagbes, atestados e questionarios sdo necessarios de tempos em tempos. O
UnitedHealth Group EVP External Vendor Portal permite que vocé transmita com seguranga a seguranga
da informacgéo importante, continuidade de negdcios/recuperagao de desastres e outras informagdes do
programa de conformidade em nome de sua empresa.

Faca login no Portal do Fornecedor Externo (EVP)

1. Acesse o Portal de Fornecedores Externos (EVP) do UnitedHealth Group inserindo
https://identity.onehealthcareid.com/app/index.html no campo de enderego do seu navegador da
Web ou clicando no link no e-mail vocé recebido.
Digite o seu Nome do usuario ou enderego eletronicoe senha. Vocé sera encaminhado para a pagina de
aterrissagem do EVP. Para problemas com login no contato do Portal do Fornecedor Externo 855-819-5909 ou
enviar um e-mail para optumsupport@optum.com.

External Vendor Portal (EVP) Q @ ‘ 0 Nancy v

A | External Vendor Management v | Supplier Risk Management v B Reports

MY ASSIGNED RECORDS < e

Bem-vindo ao Programa de Gerenciamento de Riscos
de FornecedorEs Portal de Fornecedores Externos

Devido a nossa obrigagéo continua de garantir a privacidade e a protegéo dos dados pessoais e confidenciais de nossos clientes, bem como
mudangas no ambiente regulatério global, implementamos o programa de Gerenciamento de Riscos de Fornecedores. O objetivo principal &
garantir que os fornecedores tenham os controles de seguranca adequados para proteger efetivamente dados pessoais e confidenciais,
completando uma Avaliagao de Risco Externo (ERA) on-line e cumprir a adesao geral aos requisitos de seguranga da informagéo.

O Portal do Fornecedor Externo é a ferramenta que usamos em combinagéo com requisitos adicionais de Gerenciamento de Riscos, projetados
para transmitir informacdes e trocar documentos em um ambiente seguro que permite as organizagoes iniciar a Avaliagdo de Risco Externo,
consistindo de um questionario, atestados e evidéncias de suporte (conforme aplicavel).

Vocé esta aqui porque sua organizacao esta no escopo do programa de Gerenciamento de Riscos de Fornecedores. Essa decisao é
baseada no acesso da sua organizagédo a dados pessoais ou confidenciais como um componente do engajamento da sua organizagdo com
nossa organizagao.

Para problemas técnicos relacionados ao Portal do Fornecedor Externo envie um e-mail para optumsupport@optum.com.
Para perguntas gerais, entre em contato com o Analista de Seguranga da Informagéo designado para sua avaliagéo individual.
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Preenchimento de questionarios/avaliagoes

2. A pagina de destino EVP fornece uma visualizagdo de todos os questionarios, avaliagées e itens de
remediacéo atribuidos a vocé como o ponto de contato/respondente designado para sua empresa.
Este guia destina-se a trabalhar para todos os questionarios; ajuda adicional esta disponivel em cada
questionario.

3. Clique no Link de ID do questionario na coluna esquerda para abrir o questionario
atribuido, atestado ou remediacao item.

4. clique editar localizado na parte inferior centro da tela para iniciar o seu questionario.

- 2= Exiernal Vendor Management

258212 ERIR/EDR Organizational Resiliency Questionnaire V1

# eoiT

5. Atabela a seguir representa o formato de contorno para cada Avaliagdo questionario:

secgao descrigao
Instrugdes Etapas para o preenchimento do questionario.

Secdo somente leitura que fornece as datas de vencimento
_ . especificas, informagdes do apresentador e do revisor e status para
Informagdes Gerais um questionario especifico. vocé Maio ter mais de um item atribuido
(por exemplo, um Atestado de Entidade Delegada e uma Resiliéncia
Organizacional Questionario.)

Exibe comentarios inseridos pelo UnitedHealth Group ou por vocé. O
.. ultimo comentario inserido € sempre exibido por cima. Uma vez
Log de comentarios inseridos e salvos, os comentarios ndo podem ser excluidos e tornar-
se parte do registro.

As perguntas sao organizadas por categoria e os links de segéo séo
usados para delinear as categorias de perguntas que vocé é obrigado
Links de segdo a responder. Cada categoria de perguntas € seguida por uma segéo
Anexos onde os materiais de suporte para a série de perguntas que
foram apenas respondidas devem ser carregados.

Uma vez que vocé abre o questionario, o status reflete Em Processo.
Para enviar o questionario, primeiro certifique-se de que o Status de
. Conclusdo de Perguntas reflete — Todas as perguntas foram
Conclusao do respondidas. Vocé deve selecionar Salvar e Continuar na parte
Questionario & Atestado | nferior da pagina e, em seguida, alterar o status de submiss&o para
Enviada para encaminhar o questionario para o revisor do
UnitedHealth Group. selecionar Salvar e Fechar para sair do
sistema.
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6. Role até a secado onde o questionario Comeca.

a. Responda a todas as perguntas selecionando a resposta apropriada da lista de drop-down,
clicando nas elipses (...) e selecionando o valor do novo painel ou selecionando a resposta correta
Sim/Nao/NA. Se¢des de comentarios sdo fornecidas para obter informagdes adicionais quando
N&o ou N/A for selecionado como resposta. Sua resposta Maio solicitar mais perguntas para

¥ 5.NOTIFICATION OF OFFEHORING

ans/memberstig: Dayou sge2 th:
et oft-shoring sctrmges? i you do

£ wrttan sparova for any offshoring .
coyou azree Matyour Lompany wllobtain )

b iy company doss ne seve Misicsid aeaith pansmemberzhip
® velice Answred*

dicating 'UHG Heview Stztus and orovcethe nfarma
<k reaib P UHE Tammenes 3rsvized D)

neconmen
o 1D

Vendar Name wihany emsl commuricaions

01.02 AUTHORIZED ACCESS TO INFORMATION SYSTEMS

I38AV3 Q-01.b: Does your organizazion have formal documanted and implemented user regsirztion end deregisiration @) yes

procedures for granting and revaking access to the necwork(s) and zpplication(s)? One

Oat Applicacle

exposicao.

d. O texto de ajuda especifico para perguntas esta disponivel através da ajuda & Textoicone.

7. Se for aplicavel, adicione um anexo selecionando adicionar da secdo Anexos. Procure o arquivo
apropriado. Para anexar varios documentos, clique adicionar Novo e procurar os documentos
adicionais. clique Okey para carregar seus arquivos. O tamanho maximo é de 100 MB por arquivo.

nota: A se¢cido Anexos sera intitulada com a categoria de perguntas para a qual vocé
esta enviando materiais de suporte.

¥ ATTACHMENTS: 03.0 - RISK MANAGEMENT

RM V3 Q-03-ATTACHMENTS: IRM V3 Q-03-ATTACHMENTS Add

8. Comentarios gerais e perguntas entre vocé e o UnitedHealth Group: O Registro de Comentarios esta
localizado pouco antes do inicio do questionario. Digite seu comentario no campo De Entrada de
Registro de Comentarios. clique Salvar e Continuar e seus comentarios serdo movidos para o
Registro de Comentarios. Os comentarios serao revisados pelo UnitedHealth Group quando vocé
definir o campo Status de Submissdo para qualquer Enviada ou Re-enviado. As respostas do
UnitedHealth Group também serdo mostradas no Registro de Comentarios. Os comentarios serédo
mostrados na ordem data e hora, 0 mais novo no topo. Uma vez enviados, os comentarios ndo podem
ser removidos.

¥ COMMENTS LOG

You can place comments and qui
Responses to you from UnitedH

in the fisid Comment Log Entry below. Each Gme you changs the information in the Comments Log Entry field and sav the racord it will be moved into the Comments Log. UHG wil review the comments when you set the Vendor Submission Status field t Submitcsd
up will aiso be shown in the Comments Log, Comments will be shawn in date & time order, newest on top. Once Submitted, comments cannot be removed. Please add any comments related to specific questions in the tex: field below sach question.
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9. Salvando suas respostas: Ambos Salvar e Fechar e salvar no canto esquerdo da tela salva suas
respostas. A diferenga é que salvar e fechar ira salva-lo e retornar para a tela anterior, e salvara e
mantera vocé no modo Editar para continuar Trabalhando.

257222 De

M save ™ save aND cLOSE  [E] viEw

10. Para Enviar o questionario a UHG para revisao, sao necessarias trés etapas, conforme descrito na
ordem abaixo:

a. Todas as perguntas sao respondidas devem ser exibidos no campo Status de concluséo de
perguntas para poder enviar o questionario. Quando vocé acredita que completou todas as
perguntas, clique salvar. Se o status de conclusédo da pergunta de campo estiver em estado
incompletoProcurar Nao respondido*** ao lado de qualquer pergunta e atualizagao
conformemente. Para opgbes de resposta
multi-selecionadas, Nao respondido*** deve ser deseleccionado manualmente.

b. Defina o campo Status de Submissao para Enviada (ou se apropriado, Reenviada). Esta é a sua
confirmacdo de que todas as respostas sdo precisas e vocé esta pronto para a UHG rever a
resposta.

¥ QUESTIONNAIRE SUBMISSION AND FINAL APRROVAL

LE] o

onnaire can only be submitted once AL questions are answered and all Socuments are attached for all applicable sections. Once these sceps are completed. ciick "Save’ in The top left comer of the recor. Next, change the vendor SUbMISSion Status ta “Susmittes” and

Submitting the Questionnaire: The.
sslact "Save and Closs” in the

Piease nose, once you

Note: If sfter your submission we need clarification or additional infarmation from you, you will be natified by email ana s questonnaire will became editable agsin. You £an then £dit this questionnaire accordingly. Ta re-SubMIt 200 the requested GOCUMIENTS and COmments and then set the “Vendor

Submission Siatus” to Mese click “Save and Clase” in the 5o Ieft comer your sareen

Additional Information: T
+ Questionnaire s response and is sditable.
* Questionnaire UHG review and i 1233 anly.

+ Canceled: Try

+ Completed: T

us: Questionnaire Pending UHG Review tatus: Submitted

c. Clique Salvar e Fechar no topo do questionario para finalizar e enviar a resposta para UHG. O
sistema fornecera um pop-up para alerta-lo sobre quaisquer campos de anexos necessarios que
vocé possa ter esquecido. Vocé deve ver o status de submissao refletido como Enviada em sua
pagina de aterrissagem EVP e agora vocé pode sair do sistema.

nota: Se apds sua apresentagao, mais esclarecimentos ou informagdes adicionais forem
necessarias, vocé sera notificado por e-mail e seu questionario sera reaberto para que
vocé edite
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Respondendo a itens de remediacao

Os itens de remediagado sao emitidos quando a agdo é necessaria de sua parte; isso pode ou nao estar
em conjunto com um questionario/atestado. Isso é feito através da se¢cdo Meus Itens de Remediacao
Atribuidos encontrados na pagina de destino EVP.

1. Clique no link dentro do e-mail para acessar o Portal do Fornecedor Externo (EVP). Vocé vera sua
remediacdo na pagina de aterrissagem do EVP em Minha remediagéao atribuida Itens.

2. Clique no ID de rastreamento link para abrir a remediagao registro.

serd capaz de editar o registro.

Nota: Se o Status de Submissao for Enviada ou Status de resubmissdo € Em Processo vocé nao

bty Assigred Hemediation Hems -
P

ﬁ;ﬂm m al w: 7 Em al Findings Statement Subsmifler Submission Status | Revi

L ! !

L1084 |'uth Smin, Saily In Frogess

Fage 1001 (1 reconds)
L

<

1

3. Clique no editar icone localizado na parte superior esquerda da pagina para fazer Alteragdes.

257838 Remediation
- 4 EDIT

4. Enquanto estiver no modo Editar, salvar e Salvar e Fechar are Habilitado.

b. Ambos Salvar e Salvar e fechar vontade imediatamente salvar
qualquer Alteragbes vocé tem feito.

a. clique Salvar e Fechar para salvar e fechar o registro.

b. clique salvar para salvar o registro e manté-lo aberto em Editar modo.

k257432 Remediation

= save [® save AND cLosE | [E] viEw

5. Navegue até o Datas e Status-chave secao para ver quando este item é devido, qual é o status
atual, e se ele foi fechado por UHG.

¥ KEY DATES AND STATUS

Date Finding Notified to 11/29/2017 Overall Status: Qutstanding with Vendor

Vendor:
UHG Remediation Due Date: 1/13/2018 PE—



UNITEDHEALTH GROUP*

Comecando com o Portal do Fornecedor Externo (EVP) — Guia do Fornecedor

6. O Remediagdo informagao seccao Fornece especifico Necessario Remediagao informagédo em o
Declaragao de Resultados Ajustados, Risco de negocios ajustadoe Recomendacgao ajustada Campos.

$Findings Statement; Personalinformation is used for reasons other than those that are included in the contract with our Company.
Business Risk: Personal information may be used for purposes outside those contained in the contract with our Company and may cause non-compliance with applicable laws and regulations.

Recommendation: Personal information shall not be used for reasons ather than those that are included i the contract with our Company.

7. A secao Resposta a Remediacao é o seu lugar para fornecer informacgées sobre seu plano de
remediagdo para resolver lacunas ou controles mitigadores, evidéncias de conformidade e
Comentarios.

a. Se o plano de remediagao estiver concluido ou mitigar os controles ja estiverem em vigor,
descreva-os na entrada de texto do Plano de Remediagado/Controles Mitigadores campo.

b. Para fornecer a favor de evidéncia clique adicionar Novo, navegar durante o anexo e clique
Adicionar novo.

c) Para fornecer comentérios adicionais, digiteno Entrada de registro de comentarios campo.
¥ REMEDIATION RESPONSE

# Remediation Plan/Mitigating
Controls:

Evidence | Add New |

Name Size Type Upload Date

You can place comments and questions in the field Comment Log Entry below. Each time you change the information in the Comments Log Entry field and save the record it will be
Comments Log Instructions: moved into the Comments Log. UHG will review that when you set the Submission Status field to either Submitted or Re-submitted. Responses to you from UnitedHealth Group will
N also be shown in the Comments Log. Comments will be shown in date and ime order, newest on top. Once submitted, comments cannot be removed.
Comments Log;

Comments Log Entry:

8. O submissao secao permite que vocé envie a avaliagao para revisar.

a. Vocé pode manter o registro de remediagdo no Status de Submissédo "Em Processo" até que
esteja listo para envia-lo para revisdo do UHG. Uma vez concluida a resposta ou deseja enviar
comentarios, altere o Status de Submissao para Enviado ou Re-enviado. Isso encaminhara
a avaliagao para o UHG Revisor.

¥ SUBMISSION
Vendor Proposec & Submission Status: A
Remediation Due Date: .
Mo Selecticn
¥ HISTORY LOG n Process
History Log Submitted
IO LOE | view History Log |
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Questionarios de impressaol/exportacao

O questionario ou perguntas de remediacdo podem exigir colaboragdo com representantes de varias
equipes dentro de sua organizagido. Vocé pode exportar as informagdes a qualquer momento antes ou
depois de enviar o questionario e suas respostas serao refletidas na medida em que vocé as completou.

Mostrar perguntas com respostas atuais

Para imprimir seu Atestado de Conformidade de Entidade Delegada or SRM Vendor Information
Security Risk Assessment, que incluira respostas atuais, siga os passos abaixo.

1. Selecione o Op¢des menu no canto superior direito canto.

2. Para criar uma versédo PDF: selecione exportacédo e, em seguida, selecionar Adobe PDF e
seguir as instrugdes para completar o relatério.

3. Para imprimir: selecione imprimir. Uma nova janela se abre mostrando todo o questionario.
cligue imprimir novamente no canto superior direito do tela.

sk RELATED s EXPORT " PRINT B EMAIL

Export Options

The data export features 2nables you to 2xpart records to an external dats file. The file format opticns
are described below.

na Rich Text File Generates a file in Rich Text format intended for use in mest standard word
e - processons.
ﬂ Adobe POE Gererztes a FOF file, which can be shared, viewed and printad by ary user on any
- systemn uzing Adohe Reader (3 free program) or Adoche Acrobat.
| Microsoft Exce Generates a file in Microsoft Excel format.
S e sy Gererates 3 comma-separated text file intended for use in ary application that
9 v

can read text files.

Gererztes an HTML file that users can view in ary web browser. Users con also

E) HTML File open the file in an HTML =ditor, a text aditor or any other application that can
read text files.
g ¥ML File Gererates an XML fil= that can be opened in Internet Explorer ar siny ather

application that can read a test file.
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External Vendor Portal — portal de proveedores externos - de
UnitedHealth Group (UHG EVP)

Su empresa proporciona productos o servicios a UnitedHealth Group o a una de sus entidades globales, y
UnitedHealth Group debe mantener el cumplimiento de todas las obligaciones regulatorias y compromisos
contractuales aplicables. Para garantizar que existen las diversas mejores practicas relacionadas con el
riesgo, se requieren varias evaluaciones, atestaciones y cuestionarios de vez en cuando. El portal de
proveedores externos (EVP) de UnitedHealth Group le permite transmitir de forma segura importante
elementos de seguridad de la informacion, la continuidad del negocio y la recuperacion ante desastres e
informacion adicional relacionada al programa de cumplimiento en nombre de su empresa.

Inicie sesidn en el Portal de proveedores externos (EVP)

1. Acceda al Portal de Proveedores Externos (EVP) de UnitedHealth Group introduciendo
https://identity.onehealthcareid.com/app/index.html en el campo de direccién de su navegador web o
haciendo clic en el enlace en el correo electrénico recibido.

Introduzca su Nombre de usuario o Direccién de correo electronico y contrasefia. Seguira a
pagina de inicio de EVP. Para problemas con el inicio de sesion en el contacto del Portal de
proveedores externos 855-819-5909 o enviar un correo electrénico a optumsupport@optum.com.

External Vendor Portal (EVP) Q @ ‘ 0 Nancy v

A | External Vendor Management v | Supplier Risk Management v B Reports

MY ASSIGNED RECORDS < e

Bienvenido al Portal de Proveedores del Programa de
Gestion de Riesgos Externos

Debido a nuestra obligacién continua de garantizar la privacidad y proteccion de los datos personales y sensibles de nuestros clientes, asi como
los cambios en el entorno regulatorio global, implementamos el programa de Gestion de Riesgos de Proveedores. El objetivo principal es
garantizar que los proveedores cuenten con los controles de seguridad adecuados para proteger eficazmente los datos personales y confidenciales
completando una Evaluacion de Riesgos Externos (ERA) en linea y cumpliendo con los requisitos generales de seguridad de la informacion.

El Portal de Proveedores Externos es la herramienta que utilizamos en combinacién con requisitos adicionales de Gestion de Riesgos, disefiada
para transmitir informacion e intercambiar documentos en un entorno seguro que permite a las organizaciones iniciar la Evaluacion de Riesgos
Externos, que consiste en un cuestionario, atestaciones y pruebas de apoyo (segun corresponda).

Usted esta aqui porque su organizacion esta en el ambito del programa de gestion de riesgos de proveedores. Esta decision se basa en el
acceso de su organizacion a datos personales o confidenciales como componente de la interaccion de su organizacion con nuestra
organizacion.

Para los problemas técnicos relacionados con el Portal de Proveedores Externos, envie un correo electronico a optumsupport@optum.com.
Para preguntas generales, pdngase en contacto con el Informacion Security Analista asignado a su evaluacién individual.



mailto:optumsupport@optum.com
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Completar cuestionarios/evaluaciones

1. La pagina de inicio de EVP proporciona una vista de todos los cuestionarios, evaluaciones y
articulos de correccién que se le han asignado como punto de contacto designado para su
empresa. Esta guia esta destinada es relevante para todos los cuestionarios; ayuda adicional
esta disponible en cada cuestionario.

2. Haga clic en el botdn Enlace de identificaciéon del cuestionario en la columna
izquierda para abrir el cuestionario asignado, la certificacién o la correccién
articulo.

3. Clic Editar situado en la parte central inferior de la pantalla para iniciar su cuestionario.

- 2= Extemal Vendor Mansgement

258212 ERAR/EDRO Resiliency Questionnaire V1

# eoim

4. La tabla siguiente representa el formato de esquema para cada evaluacién cuestionario:

seccion descripcion
Instrucciones Pasos para completar el cuestionario.

Seccion de solo lectura que proporciona las fechas de vencimiento
.. especificas, informacién del remitente y del revisor, y el estado de
Informacién general un cuestionario especifico. Podria incluir mas de un elemento
asignado (por ejemplo, una Certificacion de Entidad Delegada y una
Resiliencia Organizacional Cuestionario.)

Muestra los comentarios por UnitedHealth Group o por usted. El

. . ultimo comentario documentado siempre se muestra en la parte
Registro de comentarios | s\perior. Una vez afiadidos y guardados, los comentarios no se
pueden eliminar y forman parte del registro.

Las preguntas se organizan por categoria y los enlaces de seccién
se utilizan para describir las categorias de preguntas que debe
Enlaces de seccion responder. Cada categoria de pregunta va seguida de una seccion
Archivos, Evidencias o Artefactos donde se deben cargar los
materiales de apoyo para la serie de preguntas que acaba de
responder.

Una vez abierto el cuestionario, el estado refleja En proceso. Para
presentar el cuestionario, primero asegurese de que el estado de
. las preguntas refleje — Todas las preguntas han sido
Finalizacion del .. | respondidas. Debe seleccionar Guardar y continuar en la parte
cuestionario y atestacion | nferior de la pagina y cambie el estado de envio a Sometido o
Presentado para enrutar el cuestionario al revisor de UnitedHealth
Group. Seleccione Guardar y Cerrar para salir del sistema.
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5. Vaya hasta la seccion donde el cuestionario comienza.

a. Responda a todas las preguntas seleccionando la respuesta adecuada en la lista
desplegable, haciendo clic en los puntos suspensivos (...) y seleccionando el valor del
nuevo panel o seleccionando la respuesta Si/No/N/A correcta. Se proporcionan
secciones de comentarios para obtener informacién adicional como por ejemplo cuando
N/A es seleccionado como respuesta. Su respuesta podria desplegar mas preguntas.

01.02 AUTHORIZED ACCESS TO INFORMATION SYSTEMS

IRMV3 Q-01.b: Does your organizazion have formal dacumanted and implementzd user regisiration and de-fegisiraion @)y

procedures for granting and revoking access to the neworks) and zpplication/sf? O

Onat Applicazle

UHG Kaview SESEUS 2nd Drowce Tre Informenan
i T

nmeconmen:=
ralbor nated in UHE Somments arevized. Please Mtz

b. Eltexto de ayuda es especifico para cada pregunta individual y esta disponible a través del icono de
pregunta &

6. Siaplica, agregue un archivo adjunto seleccionando Agregar de la seccién Archivos.
Busque el archivo adecuado. Para adjuntar varios documentos, haga clic en Agregar
Nuevo y afiada documentos adicionales. Clic OK para cargar sus archivos. El tamafio
maximo es de 100 MB por archivo.

Nota: La seccidn Archivos se designa con la categoria de preguntas para la que esta
cargando materiales de soporte.

¥ ATTACHMENTS: 03.0 - RISK MANAGEMENT

3-ATTACHMENTS: IRM V3 Q-02-ATTACHMENTS Add

7. Comentarios generales y preguntas entre usted y UnitedHealth Group: El registro de
comentarios se encuentra justo antes del inicio del cuestionario. Afiada comentarios en el
campo Entrada de registro de comentarios. Clic Guardar y Continuar y sus comentarios
se moveran al registro de comentarios. UnitedHealth Group revisara los comentarios una
vez campo de Estatus de envio refleje Presentado o Sometido. Las respuestas de
UnitedHealth Group también se mostraran en el registro de comentarios. Los comentarios
se mostraran en fecha y orden de hora, con el mas reciente en la parte superior. Una vez
enviados, los comentarios no se pueden eliminar.

¥ COMMENTS LOG

You an place comments and questions in the field Comment Log Entry below. Each time you change the information in the Comments Log Entry field and save the record it will be moved into the Comments Log. UHE will review the comments when you set the Vendar Submission Status field to Submited
Responses to you from UnitedHealth Group will also be shown in the Comments Log. Comments will be shown in date & time order, newest on top. ONCe SUBMItted. cammMents cannot be removed., Please add any comments related 10 specific questons in the text fieid below each question.
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8. Guardar sus respuestas: Ambos Guardar y Cerrar y Guardar en la esquina izquierda de la
pantalla guarda sus respuestas. La diferencia esta en que Guardar y Cerrar guardara y
retornara a la pantalla anterior, y Guardar guardara la informacion, pero lo mantendra en la
misma seccién para continuar editando el progreso.

257222

d Entity Compliance

™ save ™ save anD cLosE [E] view

9. Para Enviar/Someter el cuestionario a UHG para su revision, se requieren tres pasos, como se

describe en el siguiente orden:

a. Todas las preguntas han sido respondidas debe mostrarse en el campo de estatus
de preguntas para poder enviar el cuestionario. Cuando crea que ha completado todas
las preguntas, haga clic en Guardar. Si el campo Estatus de la pregunta indica

Incompleto revisar preguntas que reflejen

Hkk

No contestado™ de cualquier pregunta y

actualizarlas. Para las opciones de respuesta de seleccion multiple, donde refleje

*kk

No contestado™ debera manejarse manualmente.

b. Establezca el campo Estatus de envio en Enviado/Sometido/Presentado (o si aplica,
Remitido de nuevo). Esta es su confirmacién de que todas las respuestas son
precisas y que esta listo para que UHG revise la respuesta.

¥ QUESTIONNAIRE SUBMISSION AND FINAL APPROVAL

i ]

Submitting the Questionnaire: T iy be

ire: The questionnaie can only be submittsd once AL quest
select “Save and Close’ in tne 59 eft cormer of th record to suBMIs the questiennars and cos

Plesse note. once you select “Submitted” and sav

Note: If afts
Submissian

Additional Information: Tne Oversl| Status
- Qu

\g UHG Review

i are attached for all applicable sections. Oncs these steps are completd, click "Save” in the top laft comer of the record. Next, changs the vendor submissien status to “Submitted” and

 this questionnaire will bacoms editable agsin. You can then dit this questionnaire accordingly. To re-submit, add the requested documents and comments and then set the “Vendor

endor Submission Status: Submitted

b. Clic Guardar y Cerrar en la parte superior del cuestionario para finalizar y enviar la
respuesta a UHG. El sistema proporcionara una ventana emergente para alertarle de
los campos de archivos adjuntos necesarios que pueda haber pasado por alto. Deberia
ver el estado de envio reflejado como Enviado/Sometido/Presentado en su pagina de
inicio EVP y ahora podra cerrar sesion.

Nota: Si después de su envio, requiere de mas aclaraciones o informacion adicional, se le
notificara por email y su cuestionario sera reabierto para su consulta.
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Respuesta a los articulos de correcciéon/remediacién

Los articulos de correccion se emiten cuando se requiere accidn por su parte; esto puede o no estar
junto con un cuestionario / certificacién. Esto se hace a través de la seccion Mis elementos de
correccién/remediacion asignados que se encuentra en la pagina de destino EVP.

1. Haga clic en el vinculo dentro del correo electronico para acceder al portal External Vendor Portal
(EVP). El listado con elementos de correccion/remediacion estara disponible en la pagina de inicio
de EVP bajo seccion Mi correccidén/remediacién asignada.
2. Haga clic en el botén de enlace Tracking ID o ID de Rastreo para abrir el articulo de correccion/remediacion.

Nota: Si el estado de envio es Sometido/Presentado o el estado de remision refleja En proceso no
podra editarlo.

My Assigned Remediation Hems -
F
r&“hm m al w: 7 Em Al Findings Statement Submitler Submission Status | Revi
! k ! |
|‘1_>5:F5 Smin. S3lly In Frocess
Pags 1001 (1 mecoms
; L
< >
h

3. Haga clic en Editar situado en la parte superior izquierda de la pagina para hacer Cambios.
257838 Remediation

Y- £ 0T

4. Mientras esta editando el registro, Guardar y Cerrar y Cerrar estan disponibles como modo seleccién.

a. Ambos Guardar y Cerrar y Cerrar se utilizar para guardar cambios o
revisiones mas recientes.

b. Clic Guardar y Cerrar para guardar y cerrar el registro.

c. Clic Guardar para guardar el registro y mantenerlo abierto mientras es editado.
k257432 Remediation

= save [ save AnD cLose | [E] viEw

5. Navegue a Fechas Clave y Estatus para ver cuando se debe completar la remediacién/correccion,
cual es el estado actual y si se ha cerrado o aceptado por UHG.

v KEY DATES AND STATUS

Date Finding Notified to 11/29/2017 Overall Status: Qutstanding with Vendor
Vendor:

UHG Remediation Due Date: 1/13/2018 p—
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6. Seccion Informacion de Remediacion proporciona recomendaciones para remediacion en la

declaracién de hallazgos, riesgo empresarial y recomendacion de tiempo para que el mismo sea
completado.

¥Findings Statement: Personal information is used for reasons other than those that are included in the contract with our Company.
Business Risk: Personal information may be used for purposes outside those contained in the contract with our Company and may cause non-compliance with applicable laws and regulations.

Recommendation: Personal information shall not be used for reasons other than those that are included in the contract with our Company.

7. La seccion Respuesta a Remediacion es su lugar para proporcionar informacién sobre
su plan de correccién para aclarar dudas o mitigar controles, evidencia de cumplimiento
y comentarios.

a. Si el plan de correccidn se ha completado o ya existen controles atenuantes,
describalos en la entrada de texto Plan de correccién/Controles de mitigacion.

b. Para proporcionar apoyo de evidencia clic Agregar Nuevo, seleccione archivoy haga clic
Anadir nuevo.

c. Para proporcionar comentarios adicionales, escriba estos en campo de Comentarios.
¥ REMEDIATION RESPONSE

# Remediation Plan/Mitigating
Controls:

Evidence | Add New |

Name Size Type Upload Date

You can place comments and questions in the field Comment Log Entry below. Each time you change the information in the Comments Log Entry field and save the record it will be
Comments Log Instructions: moved into the Comments Log. UHG will review that when you set the Submission Status field to either Submitted or Re-submitted. Responses to you from UnitedHealth Group will
N also be shown in the Comments Log. Comments will be shown in date and ime order, newest on top. Once submitted, comments cannot be removed.

Comments Log;

Comments Log Entry:

8. Sumision le permite presentar la evaluacién de revision.

a. Se puede mantener el item de correccion en estado de envio "En proceso”
hasta que esté listo para ser sometido a revision de UHG. Una vez que haya
completado la respuesta o desee enviar comentarios, cambie el Estado de
Envio a Sometido/Enviado/Presentado o Reenviado. Se notificara a
analista de evaluacion de UHG.

¥ SUBMISSION
Vendor Proposec &= Submission Status: -
Remediation Due Date: e
¥ HISTORY LOG S inprocess
History LOB' | view History Log | subminied
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Imprimir/Exportar Cuestionarios

Las preguntas de cuestionario o correccién pueden requerir colaboracion con representantes de varios
equipos de su organizacion. Puede exportar la informacion en cualquier momento antes o después de
enviar el cuestionario y sus respuestas se reflejaran en la medida en que la haya completado.

Mostrar preguntas con respuestas recientes

Para imprimir su Atestacion delegada de cumplimiento de entidades o evaluacién de riesgos de
seguridad de la informacion del proveedor de SRM, que incluira respuestas actuales, siga los pasos
que se indican a continuacion.

1.
2.

Seleccione Opciones en la parte superior de registro.

Para crear una versién PDF: seleccione exportar y luego seleccione Adobe PDF y siga las
indicaciones para completar el informe.

Para imprimir: seleccione Imprimir. Se abre una nueva ventana que muestra todo el
cuestionario. Clic Imprimir de nuevo en la esquina superior derecha de la pantalla.

i1 RELATED

[§) expoRT & PRINT BB EMAIL

Export Options

i

El

T
22

Rich Text File

Adobe POF

Microsoft Exce

CEV

HTML File

XML File

The data export featwres =nables you to expart records to an external data file. The file format options
are describad below.

Eenerates a file in Rich Text format intended for uss in most standard word
processors.

Gererates 2 POF file, which can be shared, viewed and printad by any user on any
system using Adcbe Reader [a free program) or Adobe Acrobat.

Generates a file in Microsoft Excel format.

Gererates 3 comma-separated text file intended for use in ary application that
can read vt files,

Gererates an HTML file that uzers can view in ary web browser. Users cin also
cpen the file in an HTML editor, 3 text editor or ary other application that can
read text files.

Gezrerates an XML fil= that can be apened in Internet Explorer or any other
application that can read 3 text file.
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